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CLAIMS 

^v>i^ 1. A method for displaying web browser 
it^enti^ation data, comprising the steps of: 

laving a user logon to a given realm supported on a 
server; an^ 

displaying given first information on a web browser 
frame, the given first information indicating that the 
web browser sent a userid and its accompanying password 
10 to the serven for a targeted URL. 

2. The method as described in Claim 1 wherein the 
given first information includes the userid, 

15 3. The mevthod as described in Claim 1 wherein the 

given first information includes a logon icon indicating 
that the user has\executed a logon to the given realm. 

4. The methop as described in Claim 1 wherein the 
20 given first information includes information identifying 
the realm. 



5. The method a\ described in Claim 1 further 
including the steps of; 
25 responsive to the uteer later attempting to navigate 

to a restricted URL, displaying a new logon panel; and 

following logon, displaying given second information 
on the web browser frame, the given second information 
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indicating that tme web browser sent a new userid and its 
accompanying passwprd to the server for the restricted 
URL. 

5 6. The method as described in Claim 3 further 

including the steps of; 

responsive to the user taking a given action, 
displaying a logoff menu entry; and 

responsive to the \^ser selecting the logoff menu 
10 entry, deleting the user^id and password from a basic 
authentication table 

7, The method as described in Claim 6 wherein the 
given action is selecting t^e logon icon. 

15 

8. A method for display web browser basic 
authentication data, comprising the steps of; 

having a user logon to a g^ven realm supported on a 
20 server; and 

displaying given first information on a web browser 
frame, the given first informatioVi indicating that the 
web browser sent a userid and its \accompanying password 
to the server for a first targeted\uRL . 
25 responsive to the user later attempting to navigate 

to a second targeted URL, displaying a new logon panel; 
and 

following logon by the user, displaying given second 
information on the web browser frame, \he given second 

006372 . 00225 : 04 4 1868 . 02 



AT9-99-148 



-28- 



PATENT 



10 



information indicating th 
userid and its accompanyi 
the second targeted URL 



^1 



t the web browser sent a new 



ng password to the server for 



The method as d 



escribed in Claim 8 wherein the 



first given information includes the userid and the 
second given information includes the new userid. 

10. The method as described in Claim 7 wherein the 
first and second given information includes a logon icon 
indicating that the user has executed a login. 



^0 



15 



20 



25 



30 



11. A computer program pr 
medium for displaying web b 
data, comprising: 



duct in a computer-readable 
rowser basic authentication 



the web browser sent a userid 
:d to the server for a first 



means responsive to a user logon to a given realm 
supported on a server for cisplaying given first 
information on a web browser frame, the given first 
information indicating that 
and its accompanying passwo 
targeted URL; 

means responsive to thd user later attempting to 
navigate to a second targete|d URL for displaying a new 
logon panel; and 

means responsive to login by the user for displaying 
given second information on 1the web browser frame, the 
given second information indilcating that the web browser 
sent a new userid and its accompanying password to the 
server for the second targetea URL, 

12. The computer program product as described in 
Claim 11 wherein the first giAlen information includes the 
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userid and the second given ir^ormation includes the new 
userid. 

13, The computer progrkm product as described in 
Claim 11 wherein the first and second given information 
includes a logon icon indicating that the user has 
executed a login. 

14. The computer program product as described in 
Claim 13 further including:| 

means responsive to the user taking a given action 
with respect to the logon icon for displaying a logoff 
menu entry; and / 

means responsive to t/he user selecting the logoff 

menu entry for deleting the userid and password from a 

basic authentication tabie. 

indicating that the user has logged onto the given 



realm. 



Ill 



20 15. A computer program product for displaying web 

browser authentication data, comprising: 



25 



30 



means responsive to a user logon to a given realm 
supported on a server for displaying a userid on a web 
browser frame, the /userid indicating that the web browser 
sent the userid anfl its accompanying password to the 
server for a targe/ted URL; and 

means for displaying a logon icon on the web browser 



frame, the logon 



Icon 
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16. A client computer, comp/ising: 



a processor; 
system memory; 
a web browser; and 

an authentication data display routine, comprising: 

means responsive to /a user logon to a given 
realm supported on a server for displaying a userid 
on a web browser frame, the userid indicating that 
the web browser sent the userid and its accompanying 
password to the server for a targeted URL; and 

means for displaying a logon icon on the web 
browser frame, the logon icon indicating that the 
user has logged onto the given realm. 



17. A method for/ displaying web browser cookie 
data, comprising the steps of: 

having a user connect to a targeted domain and path 
on a server; and / displaying given first information on 
a web browser frairfe, the given first information 
indicating that t^e web browser sent a cookie to the 
server for the targeted domain and path, 

18. The mefthod as described in Claim 17 wherein the 
given first information includes a cookie icon. 



19. The method as described 
in Claim 17 wherein the given first information includes 
a count of a number of cookies sent to the server for the 
targeted URL 
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20. The method as described in Claim 17 further 
including the step of: 



responsive to the 
to the cookie icon 



user taking a given action with respect 
r displaying a list of one or more 



cookies sent to th'e server for the targeted URL. 



21 



The method as described in Claim 20 further 



including the step 



of: 



10 displaying a control dialog to enable the user to modify 
a cookie identified in the list; and 
modifying th4 cookie. 



22. 



The method as described in Claim 20 further 



15 including the step of; 

displaying a control \dialog to enable the user to delete 
a cookie identified in \the list; and 
deleting the cookie. 



n 



20 



25 



23. The method as \described in Claim 20 further 
including the step of: 
displaying a control dialbg to enable the user to block a 
cookie identified in the list; and 
blocking the cooki* 



24 



The method as described in Claim 20 further 



including the step of: 
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displaying a control dialog to enable the user to unblock 
a cookie identified in the list; and 



unblocking the cookie. 



25. A method for\ using cookie data, comprising the 
steps of: 

responsive to a user attempt to retrieve a URL with 
a web browser, determining whether the URL has an entry 
in a tables- 
retrieving cookie data from the entry if the entry 
is marked in the table as unblocked; and 

sending the cookie dataXwith the URL to a server. 



26. The method as describipd in Claim 25 further 
including the steps of: 

responsive to receipt of dat^ from the server, 
determining whether the data includes new cookie data; 

if the data includes new cookia data, determining 
whether the user desires to accept tl\e new cookie data; 
and 

displaying a cookie icon on a frai^e of the web 
browser . 



27. The method as described in ClaiV 26 further 
including the steps of: 

responsive to the user taking a given \action with 
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respect to the cookie icon, displaying a list of cookies 
for the URL. 



28. The method as describejd in Claim 27 further 

including the steps of : displaying a control dialog to 

enable the user to take a given action with respect a 
cookie identified in the list; and 
taking the given action. 



10 



w 



15 



29. The method as described in Claim 28 wherein the 
given action is modifying the /cookie. 

30. The method as descrjibed in Claim 28 wherein the 
given action is deleting the [cookie. 

31. The method as described in Claim 28 wherein the 
given action is setting the pookie as blocked. 



32. The method as described in Claim 28 wherein the 
20 given action is setting the cookie as unblocked. 

33. A computer prograja product in a 
computer-readable medium copprising: 

25 means responsive to a bser connecting to a targeted 

domain and path on a server for displaying given first 
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information on a web browser frame, the ygiven first 
information indicating that the web browser sent a cookie 
to the server for the targeted domair/ and path; and 

means operative in a current w/b browser session for 
displaying a list of cookies sent fo the server for the 
targeted domain and path. 



10 



34. The computer program product as described in 
Claim 33 further including means for modifying a cookie 
identified in the list. 



15 



35. The computer progr^am product as described in 
Claim 33 further including means for deleting a cookie 
identified in the list. 



36. The computer program product as described in 
Claim 33 further inducting means for setting a cookie in 
the list as blocked, 

20 37. The comput^er program product as described in 

Claim 33 further in|cluding means for setting a cookie in 
the list as unbloc/ced. 



38. A computer program product in a computer-readable 
25 medium for using/ cookie data, comprising: 



means responsive to a user attempt to retrieve a URL 
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with a web browser for determining whq^her the URL has an 
entry in a table; 

means for retrieving cookie dat^a from the entry if 
the entry is marked in the table as/ unblocked; and 

means sending the cookie data /with the URL to a 
server. 



m 
ill 

m 

lii 



39. The computer program product as described in 
Claim 38 further including: 

10 means responsive to receipt of data from the server 

for determining whether the data includes new cookie 
data; 

means responsive to a do^termination that the data 
includes new cookie data for/ determining whether the user 
15 desires to accept the new cfcokie data; and 

means for displaying ^ cookie icon on a frame of the 
web browser. 

40. The computer prjbgram product as described in 
20 Claim 39 further including: 

means responsive to/ the user taking a given action 
with respect to the coo)/ie icon for displaying a list of 
cookies for the URL. 



25 



41. The computer program product as described in 
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Claim 40 further including: / 

means for displaying a comtrol dialog to enable the user 
to take a given action witlf respect a cookie identified 
in the list; and 
5 means responsive toiuser input for taking the given 

action. 

42. The computer program product as described in 
Claim 41 wherein the given action is selected from a set 
10 of given actions consistkng of: modifying a cookie in the 
list, deleting a cookie /in the list, setting a cookie in 
the list as blocked, ar/d setting a cookie in the list as 
unblocked. 
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